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ABSTRACT

This thesis project explores two approaches for military tactical wireless communications
solutions in the context of being useful for the Swedish Armed Forces. The study’s
tactical perspective focuses on a force of battalion size. The two network approaches, ad
hoc networking and infrastructure based, were analyzed and compared via simulation. As
a baseline for this thesis project, research was initiated based on appropriate
communication requirements for the tactical force. This was followed by background
research into current technologies for ad hoc networking and infrastructure-based
systems. In order to analyze and compare the two technology approaches, a model was
developed using the software Joint Communication Simulation System (JCSS) and a
battalion-sized network simulation using ad hoc and infrastructure-based technology.

This thesis project addressed tactical force requirements from the perspective of
the basic Swedish Armed Forces principle for command and control, which is Maneuver
Warfare. Evaluation of the technologies is discussed through the important perspectives
of capacity, mobility, flexibility, robustness, interoperability, and cost. By analyzing the
technology approaches from these perspectives, this thesis project attempts to provide the
Swedish Armed Forces with more information and understanding, which in-turn will

allow better-suited future developments of all tactical wireless communication systems.
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l. INTRODUCTION

A BACKGROUND TO WIRELESS COMMUNICATION

Mobile systems for radio communication were first used in the early years of the
twentieth century. When radio systems were installed in tanks during WWII, the ability
for these forces to maneuver increased vastly. The armored units could now act fast and
with precision, and the commander could lead his force by using real-time
communication systems. In the early days, the available technology provided only
analogue communication with a very limited level of service. Digitization matured the
development for radio communications one step further. Digital communications
technology made it possible to not only increase the amount of information that could be
transferred, but also expand the kinds of information transmitted between two points.
Initially, only voice and text could be transferred; with digital communication, however,
it became possible to transfer pictures and video. Today’s battlefield environment
requires extensive and flexible capabilities for our fighting forces. Our battle space also
requires sharing information between units and soldiers in very short time durations. The
need to share information also goes beyond various services. In order to conduct joint
operations, it is important for our communications infrastructure to have high
interoperability so that units from one service can readily communicate with units from
other services. The ongoing development for radio communications capabilities has
evolved to create ad hoc networks where every radio acts as a node of a larger system.
These nodes autonomously communicate and keep track of each other. If you want to
communicate with a unit that is located far away from your current position, you must
use many nodes between the two units in order to get the message through to the distant
destination. An ad hoc system is a peer-to-peer configuration (no centralized server),
which is extremely important because it allows military nodes and systems to be set up
temporarily to meet an immediate need [1].

The extensive civilian development for wireless communication is another
dimension that must be taken into consideration in the future development of military

wireless communication. Substantial sums of money and resources are used in the
1



ongoing projects for systems ultimately intended to be used strictly for military tactical
communications. At the same time, civilian communication technology can be expected
to provide critical hardware and software that must be used for military purposes as well.
On the commercial side, GSM was the first digital technology, and it was followed by
UMTS/3G. In some countries, the next generation 4G/LTE have already been released.
This infrastructure-based technology is an alternative, or at a minimum a backup, to
military systems providing military mission capabilities and using software radios in an

ad hoc network.

B. ONGOING DEVELOPMENT FOR MILITARY RADIO
COMMUNICATION

1. Joint Tactical Radio System (JTRS)

The solution that the United States has chosen to meet future requirements for
military radio communication is the Joint Tactical Radio System (JTRS) project, begun in
1997. The Department of Defense initiated the JTRS program in order to develop a
family of software programmable tactical radios that would provide deployed military
forces required voice, data and video communications support. This early JTRS design
was titled Programmable, Modular Communications System (PMCS), and was intended
to replace older hardware-intensive radios with software applications in order to support
military operations over a wide range of systems, from Army units to airplanes and ships
[2]. JTRS was restructured in 2005, falling under the leadership of a Joint Program
Executive Officer with headquarter in San Diego, California. The identified goal for
JTRS is to develop a family of interoperable, modular, software radios. The scope of the
JTRS program is to be able to operate in ad hoc wireless networks and provide service for
mobile and fixed forces that consist of U.S. joint forces, allies, coalition partners and

disaster response personnel [3].

The family of software-defined JTRS radios was eventually divided into sub-
programs. Initially, these sub-programs were named clusters, but were later renamed into

function-oriented names. The sub-programs were defined as follows:



Figure 1.  Example of hardware within JTRS (From [3])

JTRS Ground Mobile Radio (JTRS GMR), previously called Cluster 1

The sub-program JTRS Ground Mobile Radio is Army-led and focused to
develop vehicle mounted radios for the Army and the Marine corps. The
company Boeing helped develop the GMR program and they are now in
the formal testing period. The JTRS GMR will be installed in U.S. Army
vehicles such as Abrams, Bradley and High Mobility Multipurpose
Wheeled Vehicles (HMMWV:) [4]. The Wideband Networking
Waveform (WNW) and the JTRS SINCGARS are waveforms that have
been developed for JTRS GMR.



JTRS Multiband Inter/Intra Team Radio (JTRS MBITR), previously
called Cluster 2

The sub-program JTRS MBITR is led by the U.S. Special Operations
Command. The company Thales is the prime contractor for JTRS MBITR
and the product name of their radio is AN/PRC-148 JEM (JTRS Enhanced
MBITR) which is the first approved JTRS product. AN/PRC-148 is a
handheld software-defined radio that is capable of operating with a various
range of modulations and waveforms such as ANDVT, HAVEQUICK
I/11, and SINCGARS [2].

JTRS Airborne, Maritime Fixed-Station (JTRS AMF), previously called
Cluster 3 and 4

JTRS AMF initially consisted of two programs, the Navy-led Cluster 3
and the Air Force-led Cluster 4. The sub-program JTRS AMF is intended
to modernize the communications system in the U. S. military fixed and
rotary wing aircraft, ground installations and wide range of U.S. Navy
ships [5].

Within the JTRS program, there is also a sub-program called
Multifunctional Information Distribution System (MIDS). MIDS aims to
develop a software-defined radio that will be the second generation of
Link 16 (a high-capacity, jam-resistant, secure data link providing detailed
interoperability and situational-awareness tactical information on air, land,
surface and subsurface points of interest). The MIDS JTRS terminals will
provide a solution for fighter aircraft, command and control centers, and
ships [6].



JTRS Handheld, Manpack, Small Form Fit (JTRS HMS), previously
called Cluster 5

The U.S. Army-led sub-program JTRS HMS focuses primarily on the
small form factor (SFF) radio requirements of future land forces. This
radio will not be used only for communications within combat forces; it
will also be used for communication with and between sensors like
Unattended Ground Sensors (UGS), Unmanned Aerial Vehicles (UAV),
Unattended Ground Vehicles (UGV) and Intelligent Munitions.

The sub-programs JTRS GMR and JTRS HMS have entered the
government testing phase. During 2010 and 2011, the system will go

through a series of tests before being fully approved for use in the field

[7]1.

2. The Swedish Project, GTRS

Sweden has started a JTRS-similar project for future tactical radio
communication, named GTRS. From the Swedish perspective, the GTRS project is
planned to be the base for the core system for all future radio communication in the
Swedish Armed Forces (SwAF). Since the beginning of 2000, there has been a
cooperative project between the SWAF and JTRS JPO in San Diego. An important part of
this cooperative project is to share knowledge when developing new waveforms. On the
hardware side, GTRS cooperates in many of the sub-programs within JTRS in order to
follow the development in all the services, land, sea and air. An important intention of
this cooperation with the JTRS program and the development of Software-Defined

Radios is to ensure flexibility and modularity in the future.



Figure 2. GTRS (From [8])

C. THE PROBLEM
1. Area of Research

The ongoing development for future tactical wireless communications for the
Swedish Armed Forces has focused on software-defined radio SDR and networking
technologies. Parallel to the development of military systems, there has been a massive
development of civilian wireless communications systems. The civilian systems are most
often based on some existing infrastructure. These infrastructure-based systems could be

an alternative to ad hoc networking systems based on software-defined radios.

This thesis focuses on comparing ad hoc networking systems with modern
infrastructure-based systems in order to determine which will be the best technology for

future tactical communications systems for the Swedish Armed Forces.
2. Research Questions

Primary question:

— From a Swedish perspective, what are the key success factors for a tactical

communications solution that will be used for a land-based battalion?



Subsidiary questions:
— What are the key requirements for a tactical communications system?

— How does ad hoc networking compare to civilian infrastructure-based

technologies?

— What recommendations from this study can be provided to the Swedish Armed
Forces for developing wireless communications systems beyond the ongoing Software
Defined Radio Program (GTRS)?

3. Methodology

The thesis project begins by examining what requirements the Swedish Armed
Forces have for their tactical communications systems. In this initial part of the thesis, an
analysis of the Swedish Armed Forces is conducted from an operational perspective. A
further analysis of the structure for the command and control, together with past problem
areas, leads to what the key operational factors/requirements are for future tactical

communication systems.

In the next step of the thesis project, research is conducted in the today’s
technologies for wireless communications, including an investigation into the technology
for an ad hoc network, which is the focus area for many of today’s military tactical
solutions. Parallel to the ad hoc networking technology, assessments are made of the

technologies used for civilian wireless communications, such as 3G, 4G and LTE.

As a follow-up step in the thesis project, various technologies are analyzed. The
ad hoc networking technologies and the civilian infrastructure-based technologies are
compared against the key operational requirements that were found in the discovery
portion of the earlier thesis project work. In order to analyze the different technologies,

modern simulation software tools are used.

Finally, the results from the analysis of the different technologies are evaluated in
order to determine which technology best meets the overall requirements. The results of
the thesis project are discussed and summarized in order to make recommendations to the

Swedish Armed Forces for future development of tactical communications systems.
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4, Scope

This thesis focuses on studying today’s existing and emerging technologies for
tactical wireless communications in order to determine which technology will best satisfy

requirements for the Swedish Armed Forces participating in future land-based operations.

Concerning the analysis of the Swedish Armed Forces requirements for tactical
wireless communication, a study was conducted into relevant national doctrinal, strategic
and operational, documents. The documents associated with the requirement for
procuring radio equipment for GTRS were analyzed. This initial literature-based analysis

provides a solid foundation for the stated purpose of the thesis project. The conclusions



part of the governing document review provides important key factors that are used as

variables in the analysis of different technologies in the thesis project.

The thesis is limited to the study of tactical communications system for land-
based operations, as this is the focus for ongoing and future international peace support

operations where the Swedish Armed Forces participate.

For the analysis of different civilian technologies for wireless communication
parallel to the military ad hoc networking, the focus will be on 3G and 4G. This
perspective is chosen because these technologies are the most operationally relevant in
relation to a time period from now to five to ten years from now. An effort is made to
look into future technologies beyond 3G and 4G, but with an understanding that these
technologies have not been in use long enough to ensure that the information on these
systems is the most relevant. Future technologies like LTE, which is beyond today’s

operating technologies, are discussed in the evaluation part of the thesis.

In the analysis of technologies, a simulation software tool is used to measure
efficiency in the different technologies. For these simulations, the software Joint
Communications Simulation System (JCSS) is used. JCSS is based on OPNET, which is
recognized as a well-known and accepted tool for planning communication networks.

JCSS is an application that is used within the United States Armed Forces.
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Il. THE SWEDISH ARMED FORCES IN OPERATIONS

A BACKGROUND

Before 1989 and the fall of the Berlin Wall, Sweden was politically and militarily
placed between the two major alliances in the world: the North Atlantic Treaty
Organization (NATO) and the Warsaw Pact (WP). Sweden declared itself as a neutral
country and chose not to be a member of either of these alliances. The focus in Sweden’s
military strategy was homeland defense. In order to maintain good communications with
other countries, Sweden has always placed great value in the work of the United Nations.
As a member of the United Nations, Sweden has tried to work for peace and democracy
building. In the time period between World War Il and up until 1989, Sweden, in the
framework of the United Nations, participated in some international operations (i.e., in
Africa and on Cyprus), but Sweden’s main focus remained on homeland defense. This
neutral status created an environment where Sweden became isolated from the rest of the
world. Sweden could, of course, follow other countries’ developments in tactics,
doctrines and technology, but it was important for Sweden to have self-sustainability. All
military equipment developed for the Swedish Armed Forces should also be used
extensively domestically, and, therefore, little effort was put into interoperability
requirements with other nations’ armed forces. A positive spillover effect of dual-use
technology, as described, was that it created a strong domestic defense industry with
several companies, including BOFORS, SAAB, HAGGLUNDS and ERICSSON, which
have been, and still are, of great importance for the Swedish economy and employment.

After 1989 and with the fall of the Berlin Wall, along with the dissipation of the
Warsaw Pact, a big change took place in the Swedish defense and security policy. A
direct threat to Sweden is no longer imminent, and the focus is now on participating in
international peace support operations (PSOs). Since 1994, Sweden has become a
participating member of the European Union (EU). Within the EU, there is a range of
common defense and security policies that Sweden, among the other member nations, is
highly involved in. In the framework of the EU, the membership nations contribute

military resources in order to form tools of strength supporting the common defense and
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security policy of all member nations. One step in this direction is to form independent
Battle Groups that can be deployed rapidly in different conflicts. In this modern era and
in the view of the described Battle Groups, it has become important for the Swedish
Armed Forces to have interoperability with the armed forces of other nations. This is not
a unique concern for Sweden; many other countries have also followed the same path and
developed their military concepts to be used mainly for homeland defense. In fact, the fall
of the Berlin Wall and the dissipation of the Warsaw Pact not only made significant and
observable geographical and political changes, it also constituted paradigm shift for how

to use military forces in many European countries in support of national objectives.

B. MILITARY STRATEGIC OBJECTIVES

According to national defense doctrines, the most important goal for the Swedish
Armed Forces is to maintain the ability to conduct armed combat. The overall goal for the
Swedish Armed Forces is to see that Sweden, alone or in cooperation with others, can
protect its basic foundation and its national interests. By preventing and managing
conflicts and war, Sweden can ensure its sovereignty and protect its society and
functionality.

The primary tasks for the Swedish Armed Forces are:

1. Protect Sweden and ensure our security, by conducting operations on
Swedish territory and in the vicinity of Sweden, but also outside Sweden
through Peace Support Operations.

2. Detect and reject violations of the Swedish territory in accordance with
International Law.

3. Support the Swedish society with military resources, when needed.

Even if the change in the Swedish defense and security policy has made the
Swedish Armed Forces more involved in international operations, the ability for building
and sustaining homeland defense will always be an essential objective. The decreased
direct threat against Sweden—the outcome after 1989—could rapidly change. All
sovereign countries need the ability to defend itself at all times. Certain areas around

Sweden will always be of special interest. The Baltic Sea is surrounded by many
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countries and Sweden is one of them. Resources for energy and transportation are some
of the important social and economic activities that have to be coordinated between all
involved countries. There is always a risk of tensions between countries in the Baltic Sea
area, and Swedish Armed Forces may be involved [9].

In order to defend Swedish territory, the Swedish Armed Forces needs to freely
conduct land-based operations. On the tactical level for land-based operations, forces
conduct all required operations within the framework of unit size—typically a brigade.
The core units in this tactical land-based force will consist of high mobility armored
units. Additional units for combat support and combat service support will migrate this
brigade unit to a land-based tactical battle group. The tactical land-based force must be
able to conduct operations in all parts of Sweden, which varies from flat agricultural
terrain to hilly forests and urban terrain. In this diverse scenario, the tactical commander
needs a reliable and sufficient communications system. The basic requirements for such

tactical communications system are to provide transmission of voice, data and video.

The third primary task for the Swedish Armed Forces is to support society when
needed. Under normal circumstances, the Swedish society is self-sustainable. Authorities
such as the police, customs and coast guard have responsibilities to ensure that people
follow the law, and that the borders are secured under normal, everyday conditions. The
fire department is responsible for helping people in case of fire, flooding, accidents or
other emergencies. Several additional authorities cooperate in order to maintain the

functionality of the society, ensuring health and protection for all.

In some cases, the Swedish Armed Forces may be needed to support society.
There can be particular accidents in which the regular authorities do not have the right
assets to handle the situation. There can also be situations when the regular authorities
simply do not have enough resources. In these cases, the Swedish Armed Forces can be
called upon to support society. Also in these cases when supporting society, there are
needs for tactical communications in order to command, control and coordinate the
military units that participate. There is also a need for military units to communicate on

the tactical level with units from the police, customs, coast guard and the fire department.
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C. SWEDEN AND THE EUROPEAN UNION

Sweden became a member of the European Union in 1994, after which the
European Security and Defense Policy became an important part of Sweden’s own
security policy and the development of the Swedish Armed Forces. In the European
Security Strategy, the importance of cooperation is emphasized. A threat in the form of a
large-scale aggression towards any of the members is not very likely, but there are other

persuasive threats that the Union members are facing.

The emerging terrorism, which utilizes the openness in Swedish society, has
become a threat. States within the European Union have become terrorism targets as well
as a base for conducting terrorist acts that may have consequence elsewhere. Organized
crime is a problem that the states in Europe have to deal with on an everyday basis.
Drugs, trafficking, weapons and illegal immigrants are examples of security problems
that are of great concern within the EU. Organized crime affects Europe internally
because Europe has proven to be an easy target. Organized crime is also an external
issue, and it is most often connected to states far from Europe. There could also be links
between organized crime and terrorism. Another major threat is the proliferation of
weapons of mass destruction. Biological science, together with the knowledge of how to
use missiles, are potential tools against a perceived adversary in Europe. Regional
conflicts and state failure are problems that can impact the European Union, directly or
indirectly. State failure is often caused by internal problems such as bad governance and
corruption. Problems described earlier as terrorism and organized crime can also be
related to state failure, since these states can act as bases for organized crime as well as
for terrorism. Countries such as Somalia, Liberia and Afghanistan are examples of states
that have failed [9].

The strategy that the European Union has chosen to deal with these new threats is
to be able to act before a crisis has started. The key elements in this approach are:

e More active

e More capable

e More coherent

e Working with partners
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In order to achieve these key element objectives, certain strategies were agreed
upon. The European Union should be active in working for peace and security globally,
and should support the United Nations when it responds to threats to international peace.
A joint effort to an upcoming crisis must be initiated before the problem becomes too
severe. The military capabilities within the union have to be more flexible, mobile and
able to be rapidly deployed. Efficiency can be accomplished if assets are pooled and
shared, and the duplication of capabilities is avoided. A coherency in the response to a
problem is best achieved by coordinating all the efforts, not only the military. In a
comprehensive approach for building security, the European Union should coordinate
diplomatic efforts, development, trade and environmental policies with military efforts.
The last, but not least, key element is to work together with all other participating
partners. A crisis or a problem can seldom be solved by one country alone. Cooperation
with other states and organizations is essential. As previously mentioned, the connection
between the European Union and the United Nations will most likely continue to be the
baseline in future EU actions. Other relations, however, are also important. One
relationship is emphasized and especially mentioned in the European Security Strategy.

The transatlantic relationship is irreplaceable. Acting together, the

European Union and the United States can be formidable force for the

good world. Our aim should be an effective and balanced partnership with
the USA. 